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Abstract. Patterns combine experience and good practices to develop models to build new systems and to
evaluate existing systems. Security patterns encapsulate the extensive knowledge accumulated about
security to provide guidelines for secure system design and evaluation. The speaker considers the
structure and purpose of security patterns, and shows a variety of security patterns including
authentication, authorization, Web services security, and cloud security. He integrates patterns in the form
of security reference architectures. This tutorial introduces patterns in a conceptual way, relating them to
their purposes and to the functional parts of the architecture. The use of patterns can provide a holistic
view of security, which is a fundamental principle to build secure systems. The speaker uses patterns and
reference architectures to build cyber-physical systems and other cloud/IoT ecosystems. The patterns are
shown using UML models and examples are taken from his two books on security patterns as well as
from his recent publications.
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